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Abstract

With the advancements in data-gathering technology, various privacy-related issues such
as a lack of consumer knowledge about data gathering and protection, lack of regulation,
and a decrease in trust from consumers toward brands and digital marketing have arisen.
Despite an increase in data-related research there remains a methodological gap in the
literature with much of the existing research approaching the topic quantitatively. This study
aimed at understanding how consumers are affected by invasive digital marketing activities,
and how this affects their trust in brands, specifically in the context of South African
consumers. Utilising a qualitative research design and inductive reasoning techniques
participants were sampled using snowball and purposive sampling techniques. The data
was collected using an in-depth interview and analysed through narrative analysis. The
findings indicated that all participants had experienced some form of privacy invasion driven
by digital marketing and brands in the online space. This in turn had a negative impact on
their brand trust and overall view of digital marketing. However, many participants saw the
necessity of online information sharing with brands and had various recommendations and
thoughts on how trust could be regained. Based on the data, several recommendations can
be made; brands should be as transparent as possible regarding their data gathering and
processing practices, brands should at least meet, and preferably go beyond privacy
regulations and expectations, and consumers should make an effort to educate themselves

on digital privacy and how their data is collected, processed, and shared.

Keywords: brand trust, data privacy, digital privacy, privacy invasion, digital marketing.
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Introduction

Contextualisation

“Privacy is one of the most critical issues of our time.” (Turrecha & Ashley, 2021:5)
Acquiring consumer information is crucial to organisations operating in a highly digitised
world and business environment (Engels, 2019). Data gathering and marketing technology
advancements have transformed consumer information collection, analysis, and storage.
These technological advancements have far outpaced privacy-protecting regulations and
organisational responsibility concerning consumer privacy — resulting in consumers losing
power over their data and consequently, their privacy (Bandara, Fernando, & Akter, 2020).
Digital marketing requires extensive information on consumers to be successful. This has
led to ethically questionable data gathering and analysis techniques being utilised in some
cases (Martin & Murphy, 2017).

According to Yuvaraj and Indumathi (2018), digital marketing is crucial to successful brand
building in the modern world. Digital marketing supports brand communication, loyalty,
recognition and more (Yuvaraj & Indumathi, 2018). Digital marketing can be considered an
extension of a brand which is why it has an impact on brand trust. This study will explore
how invasive — or perceived invasive digital marketing activities — affect consumers’
experience with and trust in a brand. This study can be used by marketing and branding
professionals interested in the ethical use of consumer data.

In the sections that follow, a compelling argument as to why this topic should be researched
is presented. This study follows a qualitative approach. The literature review creates a clear
understanding of relevant theories namely, privacy and brand trust theories and supporting
concepts. Followed by an in-depth discussion of invasive digital marketing techniques and
consumers’ experience with them. This provides sufficient insights from previous literature
as to why this topic is worth researching. What follows is a breakdown of the research,
creating a clear and realistic roadmap for this study. Finally, a reflection on the limitations,

contributions, and ethical considerations of this study is given.

Rationale

Ashworth and Free (2006) state that digital marketing technology has and continues to
evolve at a rapid pace, and with it, privacy concerns grow. According to Martin & Murphy



(2017), relevant academic materials have not evolved as rapidly as marketing technology
and marketers’ use of consumer data, limiting the reliable information that is available on
the topic. This rapid development of marketing technology combined with the need for highly
detailed and personal consumer information to be successful has led to unfair and in some
instances even aggressive data-gathering and digital marketing techniques that result in
customer suspicion and frustration (Mandal, 2019). Additionally, consumers feel ill-equipped
to regain or stay in control of their personal information due to a lack of knowledge regarding
the technology and complex privacy policies (Albulayhi & Khediri, 2022). Wang (2018) found
that consumers’ privacy concerns regarding digital marketing had a predominantly negative
effect on their trust in brands which ultimately had a negative impact on the consumer-brand
relationship. There is a gap in the understanding of the effects data gathering and loss of
ownership over data have on consumers’ trust in and relationships with brands. This study
aims to lessen that gap by shedding light on the technology and practices that are truly
invasive, how consumers are affected by this invasion, and how their trust is consequently

affected.

Problem Statement

Massive amounts of consumer data are collected, analysed, and stored for digital marketing
purposes (Wang & Baker, 2022), frequently without the consumer’s full awareness or
understanding (Martin & Murphy, 2017). This has diminished the understanding of and
respect for digital privacy and the violation thereof. Yuvaraj and Indumathi (2018) state that
digital marketing activities are an extension of brand building, which means that any feelings
consumers have towards digital marketing activities, will be transferred to the brand as well.
Additionally, Kelly, Kerr, and Drennan (2017) found that consumers’ trust in brands has
decreased in the digital space due to the reasons stated above. Kelly et al. (2017) state that
consumers have more trust in technology than they do in the brands communicating with
them using this technology. The problem is that consumers are being affected by unethical

digital marketing activities and that possibly hurts brand trust.

Purpose Statement
The purpose of this study is to understand how consumers are affected by invasive data
gathering techniques — specifically for digital marketing purposes — and how this has

impacted their trust in and relationship with brands.



Research Question

Primary:
1. How does online data gathering, driven by digital marketing activities, impact on
consumer relationships and brand trust?
Secondary:
2. When do consumers perceive data gathering to be an invasion of digital privacy?
3. How is the success of digital marketing and online brands impacted by this
experience with privacy invasion?
4. How is the control of consumers over their information affected by digital marketing
activities?
5. How does the experience of consumers affect their trust in and relationships with

brands?

Research Objectives

1.

a bk~ 0w

Determine which digital marketing activities affect consumer privacy.

Understand the attitude of consumers towards these digital marketing activities.
Determine how much control consumers have or had over their data.

Determine how organisations can help minimise or solve privacy concerns.
Understand how invasive data gathering affects South African consumers’ trust in

and relationship with brands.



Literature Review

Conceptualisation
There are 4 key concepts in this research project:

Personal Information/Data

Wahyuningtyas (2017) defines personal data as information defining a person through
physical, psychological, genetic, or societal factors. Martin and Murphy (2017) define

personal data as information belonging to an individual which is theirs alone to share.

This research project is concerned with consumers’ personal data and how it is or can be
affected by digital marketing activities and data gathering. This concept relates to the

following theories of privacy:

Privacy as control. How much control do consumers have over who has access to their
personal information?

Privacy as power. If an individual has control of their personal information, they have
power. Alternatively, if an organisation has control over their information, it has power.
Privacy as obscurity. If the consumer in question’s information is easily accessible and

understandable, they cannot obscure it.

Data Governance & Data Protection

Data governance is an agreed-upon organisational model that defines who has the right to
act on information, in which context it occurs, how it occurs, and with what methods it occurs
(Turrecha & Ashley, 2021). This goes hand in hand with data protection which refers to how
an organisation protects the information they own and acquire, it is the process of respecting
and adhering to a person’s privacy preferences (Turrecha & Ashley, 2021). These concepts
are relevant to consumers’ control over their personal information, and how brands can
improve privacy-related issues. This concept is related to the theory of privacy as trust.
Consumers should be able to trust that brands have data governance models in place and
will protect their data to the best of their abilities. This study will consider the role brands
play in solving or preventing privacy problems, this is where the concept of data governance

becomes very relevant.



Privacy Violation

Privacy violation can be conceptualised using Daniel Solove’s pragmatic view of privacy.
Solove, as cited by Zeccherini (2015) looks at the context within which privacy has been or
can be violated. He suggests four categories of privacy violation: invasion, collection,
processing, and dissemination (Zeccherini, 2015). This is a suitable conceptualisation as
the collection, processing and dissemination of information all fall under digital marketing’s,
use of data — made evident by the definitions in Table 1. It can be deduced that if any of the
categories are negatively affected, privacy has been violated. This concept will also be of
value in the data collection process. The four categories of privacy violation will provide
valuable context for me as the researcher and interview participants to truly understand the

context the participant’s privacy was violated.

Marketing Technology

Marketing Technology (Martech) is software solutions that support digital marketing
activities and innovation (Turrecha & Ashley, 2021). Martech is used in advertising, direct
marketing, content creation, customer experience, data and analytics, and user experience
(Turrecha & Ashley, 2021). The technology has led to process automation, advanced
monitoring and processing of data and information, and other highly valuable processes
(Turrecha & Ashley, 2021). Another dimension of martech is ad technology (ad tech) which
incorporates analytical tools such as Al, machine learning or Big Data, and technical tools
used to gather extensive information on consumers - these technologies have been under
global scrutiny and their success has been disrupted thanks to developments in privacy
technology such as the ability to block third-party cookies and new privacy legislation
(Turrecha & Ashley, 2021). One such legislation is South Africa’s Protection of Personal
Information Act (PoPIA or PoPI Act) which aims to safeguard South African citizens’ privacy
and information by ensuring organisations, companies, and any individual that possesses
and handles personal data in South Africa adheres to certain conditions and principles
surrounding the possession and handling of the data (Breaker-Rolfe, 2023). In the literature
review, Martech software that poses a threat to digital privacy is discussed in detail. It is
important to comprehend the meaning of Martech and understand precisely which software
can or does violate consumer privacy as it is a driver of privacy concerns within digital
marketing it is one of the reasons invasive practices came to be — making it a key concept

of this research project.



Theoretical Foundation

There are 2 theories underlying this study namely, privacy and brand trust.

Privacy

Several authors, philosophers, and thought leaders have attempted to define and
conceptualise privacy. However, the multi-faceted nature of privacy has resulted in no one
definition being universally accepted as true. Within the rapidly evolving digital landscape,
privacy becomes even more fluctuant — the result is that protecting privacy, particularly
online, is not understood or enforced by consumers or brands. For this reason, a multi-

definition approach to defining and theorising privacy will be taken in this study.

Privacy as Control

First conceptualised by Alan Westin, this definition focuses on how much control an
individual has over how much of their personal information is shared, with whom, how, and
when it is shared (Rollenhagen, 2020). This definition was first conceptualised in 1967
before the internet or digital privacy was of consideration (Rollenhagen, 2020). However, it
remains relevant today, and to this study, as the ability to control one’s information is
applicable online and offline. It is useful to look at privacy as control within two dimensions
defined by Ashworth and Free (2006) the first being aware of data collection, and the second
being the usage of information. Awareness means a consumer is aware their data is being
accessed while usage refers to the way digital marketers use the information (Ashworth &
Free, 2006). If consumers are unaware of how their data is collected or used, there is a lack
of control. These dimensions are further discussed in the literature review section —
consumer control over personal data. Control is an important aspect in the case of digital
privacy. If consumers lack complete control, it can be argued that they never possessed any
privacy in the digital landscape.

Privacy as Obscurity
Selinger and Hartzog (2014) define privacy as obscurity — one’s personal information is
private if it's difficult for others to access or understand it. The authors elaborate by stating
that when information is difficult to obtain only an extremely motivated person or entity will
search for it and attempt to understand it (Selinger & Hartzog, 2014). Obscuring personal
information is becoming increasingly difficult in the digital age where technologies such as
big data and artificial intelligence (Al) are transforming the way information is gathered and
analysed — meaning even if consumers attempt to obscure information, marketers can still
6



access it using advanced technologies. A more in-depth look at these technologies and their
use in digital marketing is provided in the literature review. Selinger and Hartzog (2014) go
on to outline certain ways that obscurity, specifically in the digital space, can be maintained,
despite the advancements in technology. These include but are not limited to using privacy
settings, using a pseudonym, and codifying information one discloses online (Selinger &
Hertzog, 2014). This study aims to determine to what extent consumers can obscure
information if they try at all. It will also consider to what extent privacy was truly violated if

no effort to obscure information was made.

Privacy as Trust

Waldman (2015) defines privacy as a social construct formed around trust. In this case, trust
refers to the expectation that others’ behaviour will not have a negative impact on you
(Waldman, 2015). Richards and Hartzog (2017) go on to say trust refers to one’s readiness
to share information with others. Trust between an individual and organisations can be built
through sustainable and ethical privacy policies, regulations, and laws (Richard & Hartzog,
2017). The PoPI Act can help establish this trust between consumers and organisations. If
an organisation clearly adheres to the act’s principles, it shows the consumer that they value
and protect their information, thus earning their trust. With swift developments in technology
and the growing value of data, all parties involved (governments, individuals, and
corporations) have a responsibility to create relationships wherein they defend privacy and
trust (Richard & Hartzog, 2017). Digital marketing firms have a responsibility to ensure these
relationships are created through data governance frameworks, while governments can
ensure them through laws and regulations. Consumers have a responsibility to demand

ethical collection, analysis, and use of their personal information.

Privacy as Power

Véliz, as cited by Wilsdon (2022), defines privacy as power. She states that a lack of privacy
becomes a lack of power (over personal information) (Wilsdon, 2022). Acquiring personal
information means acquiring power. Technology companies, therefore, hold a lot of power
since they have thousands of people’s personal information (Wilsdon, 2022). Consumers
can exercise their power by taking control of their personal information and deciding who or

what can have access to that personal information.

Privacy as Contextual Integrity



Nissembaum (2004) defines privacy as contextual integrity — the author states that privacy,
how it is viewed and accepted, changes with context. Contextual integrity is upheld if the
gathering and distribution of information are appropriate for the specific context
(Nissenbaum, 2004). If the gathering is not appropriate and the distribution is not within the
norm, contextual integrity has been violated (Nissenbaum, 2004). This definition of privacy
aligns with one of the PoPI Act’s principles — purpose specification — which states that the
entity possessing consumers’ data is required to inform individuals why their information is
being collected and how it will be processed (Breaker-Rolfe, 2023). Within the digital space,
context can often become blurred, if a consumer agreed to a privacy policy — without truly
comprehending the complicated terms in it, was the context for giving consent appropriate?
Can privacy invasion — or at least violation be dismissed in this context? This study aims to

determine consumers’ answers and attitudes to those questions.

Brand Trust

Delgado-Ballester, Munuera-Aleméan, and Yague-Guillén (2003) define brand trust as an
assumption that a brand will act reliably and with positive intentions in a situation where
there is some degree of risk to a consumer. Delgado-Ballester et al., (2003) state that this
assumption can be interpreted as a psychological state made up of certain trust
expectations. The result of these expectations is that consumers believe trusting a brand

will result in a positive outcome for them (Delgado-Ballester et al., 2003).

This definition can be broken down into 2 key components namely, brand reliability and
brand intentions (Delgado-Ballester et al., 2003). Brand reliability refers to the perception
that a brand will meet consumers’ needs in a predictable and pre-agreed-upon manner
(Delgado-Ballester et al., 2003). If a brand is reliable, a foundation for trust can be built
(Delgado-Ballester et al., 2003).

The second component, brand intentions, refers to the belief held by consumers that a brand
will act in a way that is favourable to their interests and will in no way take advantage of
them or their information, no matter the situation (Delgado-Ballester et al., 2003). Ultimately,
this means the consumer is vulnerable, is aware of that, and trusts that brands will not take

advantage of their vulnerability (Delgado-Ballester et al., 2003).

This theory of brand trust puts most of the responsibility to uphold brand trust on the brand
itself. Although this definition also leads to a very subjective understanding of brand trust

8



(Delgado-Ballester et al., 2003) it is a fitting theory used as the understanding of privacy is

also subjective and multi-faceted.

Literature Review

There is a need for more extensive academic and legal research to be done on the topic of
digital privacy (Martin & Murphy, 2017). Existing literature will be analysed to gain an
understanding of the key concepts of this study and how they impact consumer privacy. The
four sections and their respective sub-sections are linked to the research questions and
objectives of this study, the goal is that the review will indicate possible avenues for this

research project to explore and help guide the research process.

Ways Consumer Privacy is Affected

Data is the single most valuable resource within the digital economy (Engels, 2019).
Consumer data is used to personalise marketing communications and offerings,
furthermore, data can be sold to third parties at a high price (Martin & Murphy, 2017). A
wealth of data has led to considerable success in digital marketing activities — it could not
be done without consumer information (Martin & Murphy, 2017). These facts incentivise
marketers to gather as much personal information about consumers as possible —
occasionally in unethical ways such as prohibiting a consumer from using certain platforms
or services if they do not provide personal information. Although consent is given in these
cases, one could argue that there was no real choice since the service or product the
consumer desired would be unattainable if they did not provide information. This poses the
guestion —is a consumer’s privacy still violated even if consent was given, or does it become
a matter of unfair business practices and ethics? In the data-gathering phase of this research

project, an attempt to answer that question will be made.

Digital marketing encompassed a variety of activities - most of which require data gathering
to be successful (Martin & Murphy, 2017) - for this literature review, only a few notable

activities will be discussed:

Activity Definition Privacy Concerns

Online Behavioural Use of tracking Behavioural tracking

Targeting technology to gather technology is not always
information about detected by the consumer
consumers which is used | (Martin & Murphy, 2017).




to create a detailed
consumer profile (Martin
& Murphy, 2017).

This can leave consumers
with a sense of being
under constant
surveillance when faced
with highly personalised
messaging that they did
not indicate they are
interested in (See Figure
1).

Geofencing Tracking consumers’ Location tracking makes
location and data to send | consumers uncomfortable
out marketing messages | (see figure 1) — location
once they are near a services might be enabled
company’s location on a mobile device but
(Quach et al., 2022). that does not constitute

permission given for
multiple brands to send
marketing
communications or for
that information to be
shared with others.

Big Data Advanced information The extent of information

capture and analysis
which allows massive
amounts of data to be
analysed and gathered
(Wieczorkowski & Polak,
2017).

organisations can gather
on consumers, and how it
is used to profile them,
using this technology is
unknown to many
consumers. This leads to
a high privacy risk with
regard to unauthorised
access of consumer data
(Quach et al., 2022). It is
another ethical concern —
although a consumer

might have provided

10



consent to sharing
personal information it
was not necessarily to the
extent to which big data

makes it possible.

Personalisation

The use of consumer
information to personalise
marketing
communications, product
offerings and more
(Engels, 2019).

A very detailed consumer
profile is required to make
personalisation effective.
How this data is gathered
could be the cause of this
activity becoming an

invasive one.

Table 1: Invasive Marketing Practices

Attitude of Consumers

Research conducted by Engels (2019) found that most internet users are unnerved and

uncomfortable with their data being gathered, analysed, and stored. Privacy concerns also

grow when the data provided by consumers is used for something other than was originally

stated when the information is sensitive in nature, and when the consumer is not overly

familiar with the organisation gathering the data (Quach et al., 2022). These sentiments are

corroborated by the information in Figure 1.

Figure 1: Marketing Charts; 2022 Marketing Tactics Creepy or Cool?

(Marketing Charts, 2022).

The fifth graph in Figure 1 affirms what was discussed in the previous section about geo-

fencing making consumers feel invaded. It also affirms that behavioural marketing is truly

unsettling to some consumers.
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Despite these concerns, Engels (2019) found that many consumers are willing to part with
their data, even sensitive information if there is a benefit to them or a reward — such as
exclusive deals. This indicates consumers can assign a value to their personal information,
and as such to their privacy and violation thereof. If the pros outweigh the cons of privacy
invasion, it is no longer of great concern for the consumer. Another indicator of this is that
consumers are not willing to pay for an added level of privacy (Engels, 2019). The general
attitude of consumers seems to be concerned with their information and how it is used by
organisations, but they are not willing to forgo certain technologies or benefits to protect that

information.

Consumer Control Over Personal Data

There is currently an unbalanced power structure when it comes to consumer data.
Consumers have lost control of their data in the online context while organisations are now
the power holders (Bandara, et al., 2019). Advanced technologies not understood by the
average consumer means they do not have the knowledge, power, or freedom to take back
control of their data or confront the power imbalance (Bandara, et al., 2019). This lack of
knowledge makes it near impossible for consumers to make appropriate decisions regarding
their data and it means they don’t have total control over their personal information in the

first place meaning they cannot be expected to carry the full responsibility of protecting it.

Considering the two dimensions of control over personal data, defined by Ashworth and
Free (2006), discussed in the theoretical framework. It can be deduced that consumers are
not aware of how their information is collected if they do not have the ability to make informed
decisions or opinions on the matter. Additionally, the power imbalance means that the
information used is in the hands of the organisation — creating a lack of awareness and

control over the usage of personal information.

Consumers have attempted to take back control in multiple ways such as seeking social
support and advice, doing background research on organisations, dissecting privacy
policies, and using privacy-protecting technology (Bandara, et al., 2019). These methods
might have some success, but the fact that consumers were driven to act in such ways
indicates the power imbalance regarding control over personal information and concern for

digital privacy.
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Consumers often sign over various rights to their information that they are not aware of.
Privacy policies can be confusing for the average consumer — or in some cases even
intentionally made to be incomprehensible (Martin & Murphy, 2017). In cases where a
privacy policy was agreed to but not understood, no legal violation was committed, however,
it is an ethical grey area. It can be argued that true consent is only given when all factors
are completely understood — which is often not the case. This relates to the theory of brand
trust. If a brand was fully trusted by consumers, meaning they acted reliably and with good
intentions as discussed in the theoretical foundation, the issue could potentially have been
avoided.

A final factor to consider regarding consumer control over privacy is the obstacles
consumers must overcome to protect their information (Pike, 2020). If a consumer must take
extensive action, possibly beyond their limited understanding, they will rather have their
privacy violated (Pike, 2020). This also relates to the general consumer attitude discussed
above, they care but also only to a certain extent. If it becomes an inconvenience to protect,
they simply do not care enough to stop it. How much control does a consumer have over
their personal information if they lack awareness and understanding? The discussion
indicates little to none. The PoPl Act attempts to remove some of these obstacles
consumers face (Accessible Law, 2019) specifically with two of its principles — processing
limitation and openness. Processing limitation means consumer information is only collected
and processed in a lawful and justified context while openness ensures that consumers are
fully aware of what information an entity collects, how it is used, and who has access to it
(Breaker-Rolfe, 2023).

Effect Of Invasive Marketing Practices

Effect on Consumers

The effect on consumers spans a variety of emotional and psychological factors. Firstly,
consumers might feel threatened by data gathering, especially if they lack awareness of how
it is gathered and then used afterwards (Bandara et al., 2019). This feeling of threat could
evolve into a feeling of complete distrust and resistance to sharing information, even when
that information is gathered ethically and could be beneficial to the consumer. This is a

defensive and reactionary stance that harms consumers' freedom to make decisions.

Another effect is the manipulation of consumers. If an organisation knows more about you

than you are aware of, it can sway your opinions and manipulate your choice (Albulayhi &
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Khediri, 2022). This was made evident in cases where social media marketers illegally
helped political parties sway voter decisions by providing their data to political parties
(Albulayhi & Khediri, 2022). This has a serious effect on consumers’ freedom of choice, and

many might not be aware of it.

Bandara et al (2019) found that repeated invasion of privacy can move beyond the feelings
of threat or distrust to complete passiveness and powerlessness. Emotions such as these
have a negative psychological effect. These effects on consumers relate to the theory of
privacy of trust, consumers must be able to fully trust their information will not be used in

any way that could lead to these negative outcomes.

One objective of this study is to determine the exact effects privacy invasion has had on
individual consumers. Assumptions and connections can be made from previous literature

but only the consumer affected can truly explain the short-term and long-term effects.

Effect on Brand Trust

Shih-Tse Wang (2018) found that brand trust — specifically relating to digital marketing
activities — was formed around consumers’ image of that brand online and how they conduct
themselves. Because of this, it became evident that privacy concerns had a predominantly
negative effect on brand trust. Additionally, Kelly et al., (2017) found some consumers had
more trust in technology companies — such as social media networks — with their data than
they did in the brands who were actively targeting them with digital marketing using this

technology.

Effect on Brands and Marketing Success

If consumers feel threatened and take the defensive stance mentioned above, a harmful
market environment develops where the success of the market is affected (Bandara, et al.,
2019). After all, marketing is only successful if a consumer reacts (positively) towards it and
supports the brand. Digital marketers and brands can strategically respond to this and
promote the ethical and transparent collection and use of data (Bandara, et al., 2019). The
PoPI Act can make this strategic response easier for brands. By following the strict principles
of the act, brands can rest assured knowing they are taking the necessary steps of handling
data ethically and responsibly. This can create a competitive advantage for organisations. If
a firm approaches data gathering in this way, they are more likely to be provided with rich

and accurate data (Martin & Murphy, 2019). Consumers are also left with a positive brand
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perception when they feel their privacy is being adequately protected (Martin & Murphy,

2017) this has many benefits for companies — from increased word of mouth to repeat sales.

How Brands Can Solve Privacy Problems
The power imbalance regarding control of personal information discussed earlier indicates
that most of the responsibility — and true ability to have an impact - lies with organisations

and marketers.

The first action organisations can take to prevent or solve privacy-related problems is simply
to be responsible for their power and take extensive measures to protect consumers' privacy
(Bandara et al., 2019). Once information is in its possession, an organisation should follow
their own (or a standard for its industry or country) data governance and protection systems.
Organisations should also work to create the trust necessary for a positive experience
regarding consumer privacy. Organisations should provide a detailed, and even more
importantly understandable, privacy policy that even the most uninformed consumer can
digest and understand (Bandara et al., 2019). This relates to the concepts of data
governance and trust — if governed correctly and ethically, consumers will happily trust
organisations with their personal information. Adequate protection is also vital to preventing
other privacy problems. Data breaches and scammers pose a massive threat to information
consumers entrusted with organisations (Albulayhi & Khediri, 2022). If an organisation is a
victim of such an attack and the loss of consumer information occurs, the negative effects

for the company can be drastic. The relationship and trust are immediately broken.

Figure 2 below indicates ways in which organisations can build or win back consumer trust.
It appears many consumers are willing to trust again if certain actions are taken. This
indicates that if organisations conduct themselves ethically, follow a data governance
framework, and promote trust, privacy-related problems should not be of much concern to

them or consumers.
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Figure 2: The Relationship Between Personal Data and Brand Trust
(Marketing Charts, 2022)

Conclusion

The general findings of this literature review indicate that there are multiple threats to
consumer privacy. However, the attitudes of consumers vary from feeling threatened and
angry to passive. Although there are privacy threats, there are many solutions as well, such
as ethical data governance standards. Following the paradigm and related positions
discussed at the beginning of the paper, this research project will continue to determine the
effect privacy invasion has on individual consumers. The main concepts of this research
were discussed in detail and interwoven with the literature review that followed. It revealed
how interconnected all the themes of this study are with the key concepts. The
appropriateness of the multi-definition approach to theorising privacy is clearer after the
literature review section — it indicated that consumers’ views about privacy all differ and their
attitudes toward invasion thereof differ even more. Since this is the case, one definition
would not have been appropriate. The brand trust definition is also proven to be appropriate,
if a brand acts reliably and with good intentions, they are trustworthy and many, if not all, of
the negative effects privacy invasion has on a brand and the trust consumers have in them,
could be eradicated. Moving forward this study will aim to provide an even greater

understanding of the themes in this paper.
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Research Design & Methodology

Research Paradigm
A paradigm is defined by Kuhn (du Plooy-Cilliers, 2019) as a collection of beliefs which

determines what researchers in various fields should study, how they conduct research, and
how they interpret the results. A paradigm influences the way in which researchers study
phenomena, and it determines the questions asked and procedures followed throughout the
research process. The paradigm of this research project is interpretivism. Interpretive
research incorporates human experience by acknowledging their beliefs, reasoning, and
actions in social settings (Nickerson, 2022), the researchers learn about and acknowledge
these by spending time with participants (du Plooy-Cilliers, 2019). Three aspects influencing
the interpretive paradigm are worth mentioning:
1. Hermeneutics — how human actions are perceived and understood (du Plooy-
Cilliers, 2019).
2. Phenomenology - how people perceive and understand their own experiences in
the context of the norms of the world around them (du Plooy-Cilliers, 2019)
3. Symbolic interaction — a view accepting that the individual actions taken by humans
have little meaning on their own, however, the actions of others are interpreted and
understood and create a shared meaning, which in turn makes up the reality of

humans (du Plooy-Cilliers, 2019).

This study aims to provide an understanding of how South African consumers are affected
by data gathering for digital marketing practices and the implications thereof. Relating this
to the phenomenological aspect of interpretivism, people’s perception and understanding of
data gathering and its effect on their digital privacy will be analysed. Participants’ unique
human experiences with data gathering and digital marketing will need to be studied to gain
an understanding of the effect it has. To do this their own beliefs about what privacy is and
digital marketing’s effect on it will need to be determined, which will be possible by spending
time with the participants and understanding their reasoning. For these reasons,
interpretivism is the most appropriate paradigm to conduct this research as the findings will
clarify the phenomena i.e., what privacy is within the digital age and how digital marketing

activities affect it.
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Ontological Position

Ontology relates to reality, what it is and what people know about it (see Research Design |
Part 3 - Philosophy - Ontology, Epistemology, Axiology, Rhetoric, Methodology, 2020.).
Within interpretivism, reality is seen as a social construct (du Plooy-Cilliers, 2019). It's
subjective to individuals and their differing realities, all of which are valid and able to change
as individuals’ perceptions and experiences change (see Research Design | Part 3 -
Philosophy - Ontology, Epistemology, Axiology, Rhetoric, Methodology, 2020). This relates
to the symbolic interaction aspect of interpretivism — shared experiences create meaning

and reality.

One person’s idea of privacy is different to another’s. This study aims to determine the
participants’ reality of digital privacy, how it is affected by digital marketing, how their trust in
digital marketing and brands is consequently affected, and how this affects the success of
digital marketing. Therefore, it looks at each participant’s reality concerning data gathering
and digital marketing. Considering the symbolic interaction aspect of interpretivism, one can
say that the actions of digital marketers have an impact on the understood meaning

participants hold about privacy and digital marketing’s effect on it.

Epistemological Position

Epistemology refers to what knowledge is and how it's obtained — this then considers the
relationship between a researcher and participant (see Research Design | Part 3 -
Philosophy - Ontology, Epistemology, Axiology, Rhetoric, Methodology, 2020). Interpretive
researchers look at facts within the context of people’s interpretation of something — these
facts can fluctuate depending on individual experiences and realities (du Plooy-Cilliers,
2019). This position is appropriate as the aim of this research project is to gather information
(knowledge) about participants’ unique experiences and perceptions of digital marketing’s
effect on privacy. This research is sensitive to context — when and how data is gathered, by
whom etc. — and will not be generalised, which is another characteristic of an interpretivist

epistemological position (du Plooy-Cilliers, 2019).

Axiological Position

Axiology refers to the values that make up a study and the researcher and how these affect
the research process and findings (du Plooy-Cilliers, 2019). An interpretive position

acknowledges and discusses all values that affect research, such as those of the researcher
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and participants (du Plooy-Cilliers, 2019). For this study, the researcher and all participants
have a subjective view of privacy — based on their values - and how it is affected by digital
marketers’ data-gathering techniques. Since research is bound by values in the axiological
position of interpretivism it is understood that all research will be subjective to a degree
(Dudovskiy, 2022). One of the questions this study aims to answer is what effect invasive
data-gathering techniques have on South African consumers — this effect is completely
subjective depending on the individual participant, and how serious this effect is for others,

such as the researcher or readers of the study is also completely subjective.

Research Design and Approach

Research Design

This study followed a qualitative research design. There are a few differentiating features of
gualitative research, one being that it typically relies on words and data based on meaning
rather than numerical and statistical data (Maree, 2019). This study aimed to understand the
first-hand experience of consumers and what it means for their trust in and relationships with
brands, so a qualitative research design was most suitable. Maree (2019) states that
gualitative research examines people in real-life social settings and how they navigate these
settings. In this case, the social setting could be seen as consumers' interactions with
brands. Bezuidenhout (2019) notes that qualitative research is subjective, from the
researcher, instrument, and participant’s perspective indicating that meaning is derived from
the research results and interpreted differently according to the reader. This tied in with the
interpretive paradigm underlying this study. Interpretivism studies and understands social
settings and human behaviour and to do this, direct contact should be spent with the
research participants (Bezuidenhout, 2019). Understanding how consumers behave after
their experience with brands who have in some way invaded their privacy through digital
marketing activities (the social setting) was what this study set out to do. Thus, making an

interpretive paradigm and qualitative research design the most appropriate.

Type of Reasoning:

An inductive reasoning approach was utilised for this study. When a study recognises
themes and patterns through analysis with no predetermined framework to directly guide
these, it is inductive (Bezuidenhout, 2019). It is a reasoning approach that moves from the
effect of a phenomenon to its cause, moving from general to specific (Bezuidenhout, 2019).

In this case, the effect was that brand trust is diminished by the cause of digital marketing
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activities. This is a bottom-up approach to research, it builds on a theory that is identified in

research (Bezuidenhout, 2019).

Type of Research:

This was an exploratory study. When a research topic focuses on an unexplored or new
area, it is an exploratory study (Swedberg, 2020). Understanding the effects of privacy
invasion on brand trust remains an under-researched topic (this is explained further in the
limitations of this study section). Davis (2019) list a few purposes on which exploratory
research is based, the first is to determine the consequences of research problems. The
research problem of this study was that digital marketing activities are an invasion of
consumer privacy, and this has a consequent effect on consumers’ trust in brands. The
second purpose is to confirm assumptions (Davis, 2019). The assumption made was that
digital marketing is an invasion of privacy. As discussed in the theoretical foundation section,
privacy and the invasion thereof are highly subjective concepts, and not everyone will have
the same definition of it. So, it was only an assumption that digital marketing invades the
population of this study’s privacy and that it negatively impacts brand trust. The final purpose
of exploratory research, which is relevant, is that it aims to understand situations, conditions,
or behaviours (Davis, 2019). This study aimed to understand how consumers are affected
by privacy invasion (the situation) driven by digital marketing activities (the conditions) and
how this affects their trust in the brands responsible for digital marketing activities

(behaviour).

Time-Dimension:
Data was gathered for this study using a cross-sectional approach, meaning data was only
gathered from the population at one specific point in time (Wang & Chen, 2020). The biggest

motivator for this was the time constraints of this study.

Population
A study’s population is defined by Davis (2019) as the people or things which hold the

characteristics that relate to a researcher’s interest and study. A study’s population can be
split into the target and accessible populations (Pascoe, 2019). All the people that fit the
population parameters constitute the target population (Pascoe, 2019). Population

parameters are the features shared by a population of a study (Pascoe, 2019). Pascoe
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(2019) goes on to categorise population parameters into the nature, size, and characteristics

of a population.

The population parameters of this study included:

Nature: People

Size: 5 participants

Characteristics: The people should have been affected by privacy invasion of invasive digital

marketing practices in some way.

Thus, the target population of this study included consumers who have been affected by

invasive digital marketing activities in some way.

The people that the researcher can access and include in a study are referred to as the
accessible population (Pascoe, 2019). To narrow down the population into an accessible
one, the population parameters were further narrowed down by location and age. The new
parameters included:

1. Consumers living in Johannesburg or Cape Town.

2. Consumers between the ages of 30-50.

Thus, the accessible population of this study included South African consumers living in
Johannesburg of Cape Town between the ages of 30-50 who have been affected by invasive

digital marketing activities in some way.

The unit of analysis for this study was people.

Sampling

The population of this study was particularly specific and difficult to access. For this reason,
two non-probability sampling methods were used. Non-probability sampling is effective
when the population is difficult to narrow down or access (Pascoe, 2019). The first method
used was snowball sampling using a screening questionnaire (See Annexure A for a copy).
According to Pascoe (2019), this method makes use of referrals to access people who fit
the population parameters. A screening questionnaire was sent out on social media by the
researcher and others asked by the researcher. The asking of other people to send out the
screening questionnaire is what made this part of the sampling the snowball method. Du
Pascoe (2019) state that snowball sampling is an effective method to use when a population
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is difficult to find. There are no databases or public records where individuals that fit this
study’s population parameters are listed and thus, snowball sampling using a screening

guestionnaire was the best method that led to finding reliable participants.

Due to the specific parameters of this study’s population — particularly the characteristic that
participants should have some experience with digital privacy invasion driven by digital
marketing practices — only using snowball sampling would not have been suitable for
accessing relevant participants, to solve this problem, purposive sampling was implemented
on the screening questionnaire respondents. With a purposive sampling method, the
characteristics of a population are purposely chosen (Pascoe, 2019). These characteristics
are determined based on the research questions and population parameters (Pascoe,
2019). This ensures the entire sample consists of individuals who will sufficiently assist in
answering the research questions (Pascoe, 2019). Based on the screening questionnaire
responses, only the individuals who have experienced privacy invasion were chosen for the
final data-gathering phase. Another motivator for implementing purposive sampling after
snowball sampling is that this was a qualitative study with time constraints, meaning the
sample size could not be large. Only a few highly relevant and suitable participants were
required. To find these participants, purposive sampling was the most effective as the

participants could be chosen with the final research questions and objectives in mind.

Due to time constraints and this being a qualitative study which required an in-depth analysis

of respondents' interview questions, the sample size was capped at 5.

Data Collection

The data collection method was an in-depth interview. This method consists of
conversations and helps a researcher learn more about participants' views, opinions, and
beliefs on a particular topic (Strydom & Bezuidenhout, 2019). This is a qualitative data
collection method used in qualitative studies (Strydom & Bezuidenhout, 2019) and assisted
in understanding participants’ experience with invasive digital marketing activities. The
interview questions were created based on previous literature analysed throughout the
duration of this study. With in-depth responses, all five research questions and objectives
could sufficiently be addressed. The type of interview used was an open-ended interview.
This is a more focused form of in-depth interviews that ask the same questions to all
participants, making analysis easier and more organised (Strydom & Bezuidenhout, 2019).

Due to time constraints, this assisted in analysing all the different experiences and opinions
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in a more timely and organised manner. A copy of the instrument is attached in Annexure
B.

The data collection method was implemented by meeting with each respondent individually
via Microsoft Teams. The data was collected over a period of three days, from 27 July 2023
to 31 July 2023. It took an average of 25 minutes to conduct each interview. The meetings
were recorded and automatically transcribed using Microsoft Teams’ transcription tool.
Before recording each respondent was informed of the fact that the interview would be
recorded to align with ethical requirements. Once recording began, all interview questions

were asked in the order.

Data Analysis

Data was analysed using a narrative analysis method. According to Maree (2019), this
analysis method extracts meaning from narratives created during data collection. The
method follows stories in data in order to unravel a common thread (Maree, 2019). Each
participant had a different story about their experience with privacy invasion and how it has
impacted their trust in brands. This method assisted in finding the necessary commonalities
between these stories which effectively answered the research questions. Maree (2019)
outlines 6 steps to narrative analysis:

1. Transcribe verbal material collected.

2. Organise text into indexical and non-indexical material. Indexical material refers to
concrete references (Maree, 2019). Non-indexical material refers to values and
judgements (Maree, 2019).

Analyse the events in an order according to the indexical material.
Analyse the non-indexical dimensions according to opinions, concepts, and theories.

Cluster and compare individual experiences.

o g bk~ w

Establish similarities and complete synthesis.

Narrative analysis deals with data at different levels to unravel all stories and find
commonalities (Maree, 2019). Finding this common thread helped answer the general
guestion of how invasive digital marketing affects brand trust. It also created a clear

understanding of individual human experiences in this context.

The interview questions and their subsequent answers were broken up into indexical and

non-indexical sections. The answers to each question were summarised (since all
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respondents have had some experience with privacy invasion/invasive practices, there were
many themes and similarities from the beginning, simplifying the summarisation process
greatly) to create a general theme/answer to the question. This general theme was
compared to the literature analyses and research done in previous assignments to
determine how these respondents matched the theories and previous research or showed
new trends. A more in-depth interpretation was then completed for each question by taking
specific excerpts from individual interviews and using them to justify the themes further. By
doing so step 6 of narrative analysis was complete, similarities were found and synthesis

complete.
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Findings & Interpretation of Findings

Indexical Material:

Indexical material refers to concrete references (Maree, 2019). The indexical material was
identified using the following interview questions. In some cases, the interview questions
were combined to group the indexical material better — e.g. question 3 and the material
derived is a combination of questions 5 and 6 of the interview. These questions relate back
to, and are in some cases very similar, to the original research questions and objectives.
This is because all interview questions were written to address these and create a common

thread throughout this study.

1. What do participants consider to be an invasion of privacy?
Participants in the study expressed various concerns about what they considered an

invasion of their privacy. These concerns primarily revolved around:

Spam: Participants view spam phone calls, text messages, and emails to be highly invasive.
They felt annoyed and intruded upon when their personal communication channels were

bombarded with unsolicited messages.

Data Selling: Another significant concern was companies selling their personal information
to third parties. This practice was seen as a breach of trust, as participants expected their
data to be kept confidential. There was a specific emphasis on cell phone numbers being
shared without consent, which often led to spam calls. This sharing of phone numbers was

seen as a particularly intrusive invasion of privacy.

Targeted Advertising: Participants also felt uneasy about seeing advertisements for
products or services they had searched for online without actively informing the company of
their interest. This suggested to them that their online activities were being closely monitored

without their explicit consent.

The targeted advertising aligns with previous literature. Behavioural tracking technology is
not always detected by the consumer (Martin & Murphy, 2017). This can leave consumers
with a sense of being under constant surveillance when faced with highly personalised
messaging that they did not indicate they were interested in. However, all other invasive

practices identified in the literature review — geofencing, big data, and personalisation — were
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not mentioned by any respondents. This could be due to their own prioritisation of activities

or knowledge of these activities.

2. How much control do participants believe they have over their data?
Participants had varying perceptions of how much control they had over their personal data:

Moderate Control: Some participants believed they had a moderate degree of control over
their data. They likely referred to their ability to adjust privacy settings or manage their online

presence to some extent.

“Somewhat, because | can choose what | search for, but I'm not stupid and | know the
moment | search for something or click on something or look at something, there's an

algorithm that's going to pick that up. | don't expect it not to happen.”

Lack of Education: Others expressed feeling uninformed or inadequately educated about
how their information was handled. They didn't believe they had control because they lacked

knowledge about the mechanisms involved.

“So, I feel that we probably have more control than we realise, but | also don't think that
we are educated enough or that the information is readily available to understand how

you can set your privacy settings in the way that would work for you.”

No Control: A few participants felt they had no control over their data, possibly due to a
sense of resignation regarding data collection and usage by technology companies. They
understood that algorithms were constantly tracking their online activities.

“No, | don't. | don't feel like | have any kind of control regardless of whatever privacy
settings | use. I've accepted that we live in a world where everything is collected and it
doesn't matter whether you are told that messaging, for example, is end to end
encrypted, I'm well aware that there are companies that can track and trace all of those
things. So even your WhatsApp conversations are not necessarily private, despite the

fact that they say they are.”

26



“No, 1 know you know the moment | search for something or click on something or look
at something that there's an algorithm that's going to pick that up. | don't expect it not to

happen.”

Respondents' feelings of control correlate with previous literature and research done.
Advanced technologies not understood by the average consumer means they do not have
the knowledge, power, or freedom to take back control of their data or confront the power
imbalance (Bandara, Fernando, & Akter, 2020).

3. Which activities do participants find to be invasive?
Participants identified specific activities they found invasive in the context of online

interactions:

Excessive Information Sharing: Sharing too much personal information, especially phone
numbers, when signing up on a website or making a purchase was deemed invasive.
Participants were uncomfortable with the idea of sharing more than what they considered

necessary.

“Phone number is probably the worst one.”

Information Selling: Nearly all respondents believed their information was being sold to
third parties, leading to unsolicited calls and emails. This practice was seen as a significant

betrayal of trust, indicating a link between informed consent and privacy invasion.

4. Has an experience ever negatively impacted consumers’ trust in a brand?
Each participant has had their trust negatively impacted in some way through the sharing of
their personal information. The participants all mentioned the brand name and type of brand.
A theme emerged that participants were particularly trust-sensitive toward financial
institutions and insurance companies — many respondents have experienced these

organisations acting in an untrustworthy manner with their data.
‘I mean goodness, Absa was subject to the most hacks and information and data

leaks. | mean, | think they’ve worked very hard, | think, to regain the confidence of

their own customers and clients because of that. So, it always nags you at the back
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of your mind, but you know banking is something that's necessary. You have no

choice.”

“ know that a specific bank has shown up on research as the worst performing bank
in terms of digital safety and customer information safety. So that for me is a concern
because it's [information leak] happened twice to me and the reason that | was given
by my bank was, but you must have done a lot of like digital purchases somewhere,
and | had not.”

This negative impact correlates with previous literature. Wang and Baker (2022) found that
brand trust — specifically relating to digital marketing activities — was formed around
consumers’ image of that brand online and how they conduct themselves. Because of this,

it became evident that privacy concerns had a predominantly negative effect on brand trust.

5. How can organisations minimise privacy concerns?
Participants offered insights into how organizations could address privacy concerns
effectively:

Transparency: A recurring theme was the importance of transparency. Respondents
emphasized that organizations should be open and honest about how they collect, use, and
protect personal data. Transparent practices would build trust.

“Transparency. For example, it helps that with any Apple App you download, it asks
you, would you like this to allow the app to track your online or not. Depending on the

app, you allow the user to decide for himself.”

Ethics: Ethics played a crucial role in minimizing privacy concerns. Participants expected
brands to follow ethical guidelines and treat their data with respect. Unethical practices such
as data selling eroded trust.

“I think the human element needs to be tackled. People that work with information

need to be more aware, or the training needs to be more rigorous in terms of how

serious it is to have someone's information.”
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Privacy Regulation: Many participants believed that existing privacy regulations were
sufficient. They saw the responsibility for privacy protection shifting to the organizations
themselves. Meeting or exceeding regulatory standards was seen as a minimum

requirement.

“l would prefer if I'm dealing with you as a client one-on-one that my information only
stays with you. | mean it is illegal actually for them to sell it already, but obviously

that's happening anyway.”

Better Communication: Respondents advocated for improved communication from
brands. Clear, concise, and easy-to-understand explanations of data handling practices and

privacy policies would help alleviate concerns.

“More transparency, better communication.”

Non-Indexical Material:
Non-indexical material refers to values and judgements (Maree, 2019). Non-indexical
material was identified in the same way as indexical material. By analysing different

responses to interview questions and finding similarities/common threads.

1. How patrticipants feel about invasive digital marketing practices.
Participants shared their emotional responses to invasive digital marketing practices,

shedding light on their sentiments:

Anger: Some respondents expressed anger when confronted with invasive practices. They
directed their frustration towards both the company that sold their information and the one

that utilized it. This anger likely stemmed from a sense of violation and betrayal.

“I get angry at both the company that sold the information and the one that used it.”
Annoyance: Annoyance was a prevalent emotion among participants. They found invasive
marketing practices to be bothersome and disruptive to their online experience. This

annoyance was closely linked to the perceived invasion of their privacy.

“It annoys me to be quite honest because there is no privacy anymore.”

29



Frustration: Frustration was another common sentiment. Participants felt frustrated by the
diminishing sense of privacy in the digital age. They yearned for a more private and

controlled online environment.

Conditional Acceptance: Interestingly, some participants indicated that they didn't mind
targeted advertising when it was relevant to their interests or for research purposes. This
suggests that, under certain conditions, participants were open to engaging with digital

marketing.

‘I don't mind it when it's for products | like and, and if it's for companies | like.

And | don't mind if it's for research.”

This information backs up research conducted by Engels (2019) that found most internet
users are unnerved and uncomfortable with their data being gathered, analysed, and stored.
However, if the pros outweigh the cons of privacy invasion, it is no longer of great concern

for the consumer (Engels, 2019).

2. How have participants’ relationships with and trust in brands been impacted by
individual experiences?
Participants recounted how their personal experiences with brands had affected their

relationships and trust:

Negative Impact on Relationships: All participants reported a negative impact on their
relationships with brands that engaged in invasive practices. This impact ranged from
completely discontinuing business with the brand to approaching it with caution and
wariness. The experiences made participants more cautious about interacting with such

brands in the future.

“The thing is basically when people do that, | will never ever click on that ad and | will
never, ever use that product. | will block them.”

Trust Erosion: Trust in these brands was significantly eroded due to invasive marketing
tactics. Participants mentioned that they were less likely to trust a brand that engaged in

such practices.
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“I'm always wary and scared when | do anything online.”

However, some brands with strong and credible identities were able to regain trust over

time.

“One feels secure, one feels better with them. And I'm sure that that has to do with
brand identity, confidence in the brand, which | think is linked to everything. The way
that they market themselves as a brand in its entirety, the quality of their product,

right down to the quality of their service.”

Brand Identity Matters: The credibility of a brand's identity played a crucial role in whether
participants were willing to give a brand a second chance. Factors like the quality of the

product and the overall brand image influenced participants' decisions to rebuild trust.

“And I'm sure that that has to do with brand identity, confidence in the brand, which |
think is linked to everything, the way that they market themselves as a brand in its

entirety, the quality of their product, right down to the quality of their service.”

3. How have participants’ experiences impacted their perception of digital marketing
activities in general?
Participants' personal experiences had a notable impact on their perception of digital

marketing activities:

Increasing Distrust: Participants shared that their experiences had made them more
distrustful of digital marketing in general. They became more sceptical, especially when

marketing efforts came from financial services institutions and banks.

“l do find myself becoming more and more distrusting of digital marketing and especially

when it comes from sort of financial services institutions and banks.”

This increasing distrust reflects the broader trend of consumers becoming more cautious
and critical of digital marketing practices, particularly in sensitive sectors like finance. If
consumers feel threatened and take the defensive stance mentioned above, a harmful

market environment develops where the success of the market is affected (Bandara, et al.,
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2019). It suggests that brands need to be mindful of the long-term impact of invasive

practices on consumer trust and perceptions of the industry as a whole.

Addressing The Research Question, Problem, and Objectives

Questions
Primary:

1. How does online data gathering, driven by digital marketing activities, impact on

consumer relationships and brand trust?

Based on the findings, online data gathering driven by digital marketing activities has a
significant impact on consumer relationships and brand trust. Participants reported a range
of negative emotions, including anger, annoyance, and frustration when faced with invasive
digital marketing practices. These invasive practices led to a deterioration of consumer
relationships with brands, with some participants completely discontinuing their engagement
with such brands. Trust in these brands was eroded, although some brands with strong and
credible identities were able to regain trust over time. This suggests that online data

gathering, when perceived as invasive, can harm consumer-brand relationships and trust.

Secondary:

2. When do consumers perceive data gathering to be an invasion of digital privacy?
Consumers perceive data gathering to be an invasion of digital privacy when it involves
practices such as spamming (phone calls, text messages, and emails), the selling of
personal information to third parties, and the display of targeted advertisements without
active user consent. Specific emphasis is placed on the sharing of personal information,
especially phone numbers, without consent, which often results in spam calls. This

perceived invasion of privacy is linked to feelings of anger, annoyance, and frustration.

3. How is the success of digital marketing and online brands impacted by this
experience with privacy invasion?

The success of digital marketing and online brands is negatively impacted by experiences
with privacy invasion. Participants indicated that their relationships with brands were
negatively affected, leading to a loss of business or increased wariness when interacting
with these brands. Trust in the brands engaging in invasive marketing practices was eroded,
and this erosion of trust had a lasting impact. However, brands with credible identities had
a better chance of regaining trust over time. Overall, privacy invasion experiences can

damage a brand's reputation and success in the digital market.
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4. How is the control of consumers over their information affected by digital marketing
activities?
Participants had varying perceptions of control over their data. While some believed they
had moderate control, others felt uninformed and lacked control due to their limited
understanding of data handling. A few participants felt they had no control, likely due to a
sense of resignation regarding data collection by technology companies. This suggests that
digital marketing activities can affect consumers' perceived control over their information,

influencing their level of comfort and trust in online interactions.

5. How does the experience of consumers affect their trust in and relationships with
brands?

The experiences of consumers, particularly in encountering privacy invasion, have a direct
impact on their trust in and relationships with brands. Participants reported negative
emotions and behaviours, such as anger, annoyance, discontinuation of engagement, and
wariness when dealing with brands that engaged in invasive practices. Trust in these brands
was eroded, although some could regain it over time. This indicates that consumer
experiences significantly affect their trust in and relationships with brands, emphasizing the
importance of ethical and transparent digital marketing practices for maintaining positive

consumer-brand interactions.

Problem

The problem is that consumers are being affected by unethical digital marketing

activities and that possibly hurts brand trust.

The data gathered highlights several key aspects of this problem:

Impact on Consumers: Consumers experience negative emotions, including anger,
annoyance, and frustration when exposed to invasive digital marketing practices. These
practices involve activities such as spamming, selling personal information, and displaying
targeted ads without explicit consent. This suggests that consumers perceive these activities

as unethical and invasive.
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Erosion of Trust: The experiences of consumers with these unethical marketing practices
are negatively impacting their trust in brands. Trust is a critical component of consumer-
brand relationships, and when trust is eroded, it can lead to consumers being wary of

engaging with these brands or even discontinuing their business relationships altogether.

Brand Reputation: Brands engaging in unethical digital marketing practices risk damaging
their reputation. Participants in the study reported that their relationships with brands were
negatively affected, and this could potentially result in long-term harm to a brand's success

in the digital market.

Consumer Control: Consumers' perceived control over their personal information is also
influenced by digital marketing activities. Some consumers feel they have limited control due
to their lack of understanding of data handling practices, while others perceive themselves
as having no control. This suggests that unethical marketing activities can contribute to a

sense of powerlessness among consumers regarding their data.

In summary, the research problem centres on the ethical implications of digital marketing
activities and their consequences for both consumers and brands. Unethical practices not
only evoke negative emotions in consumers but also erode trust in brands, potentially
harming brand reputation and success. Addressing this problem involves understanding the
factors that contribute to consumer dissatisfaction and finding ways to promote ethical and
transparent digital marketing practices to mitigate these negative effects on both consumers
and brands.

Objectives

1. Determine which digital marketing activities affect consumer privacy.

The research provides insights into the specific digital marketing activities that impact
consumer privacy. Participants highlighted activities such as spamming through phone calls,
text messages, and emails, the selling of personal information to third parties, and the
display of targeted advertisements without active user consent as practices that they
considered invasive. This information identifies the digital marketing activities that affect

consumer privacy.
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2. Understand the attitude of consumers towards these digital marketing activities.

The research sheds light on consumers' attitudes towards invasive digital marketing
activities. Participants expressed their feelings of anger, annoyance, and frustration when
faced with these practices. Some also mentioned conditional acceptance, indicating that
they might tolerate such activities if they are relevant or for research purposes.
Understanding these attitudes helps uncover the emotional and behavioural responses of

consumers to these activities.

3. Determine how much control consumers had or have over their data.

Participants' perceptions of control over their data were discussed in the research. Some
believed they had a moderate degree of control, while others felt uninformed and lacked
control due to their limited understanding of data handling. This information helps determine
the varying levels of control that consumers perceive they have over their data in the context

of digital marketing activities.

4. Determine how organisations can help minimise or solve privacy concerns.

The research provides insights into how organizations can address privacy concerns
effectively. Participants emphasized the importance of transparency and ethics. They
believed that privacy regulations were sufficient and that it was up to brands to communicate
openly and honestly about their data handling practices. This information offers guidance on
potential solutions, emphasizing the need for transparent communication and ethical
behaviour by organizations.

5. Understand how invasive data gathering affects South African consumers’ trust in

and relationship with brands.

The research directly addresses this objective by showcasing how invasive data gathering
impacts South African consumers' trust in and relationships with brands. Participants
reported a negative impact on their relationships with brands that engaged in invasive
practices. Trust in these brands was eroded, leading to behaviours such as discontinuing
engagement or approaching these brands with caution. Some brands were able to regain
trust over time, highlighting the complex dynamics between privacy invasion and
consumer-brand relationships in the South African context.
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Conclusion

Trustworthiness

Assessing the trustworthiness of data is a crucial step in qualitative data (Maree, 2019).
There are 4 categories of trustworthiness for qualitative research:

1. Credibility
Credibility refers to the reality and believability of findings (Maree, 2019). It's
ensured by utilising well-established research methodology and design that relate to
the research question and theoretical framework (Maree, 2019). The methodology
of this study fits well with the theoretical framework and paradigm discussed in the
sections above. The sampling, data collection, and analysis methods are all
gualitative methods and will effectively assist in answering the research questions.

2. Transferability
Transferability means readers can connect components of the study (Maree, 2019).
It is ensured by using contextually relevant participants and applying the findings
accurately within the given context (Maree, 2019). As discussed in the sampling
section, the participants will be highly relevant and source with purpose and great
consideration. Additionally, the narrative analysis method will assist in creating links
between the data to relate the findings to the research questions and objectives.

3. Dependability
Dependability is ensured by implementing the research design and methodology
effectively (Maree, 2019). This will be done for this study by motivating all decisions
taken throughout the research process, even if some of the methods change as the
study progresses.

4. Confirmability
Confirmability means researcher and participant bias is kept to a minimum — as
much as is possible (Maree, 2019). As discussed in the paradigm section,
specifically the axiological position of interpretivism, all research is subjective to
some degree. This will be minimised through a logical narrative analysis that
removes opinions and rather focuses on the patterns and links between

participants’ experiences and thoughts on the research topic.

Anticipated Contribution

The first contribution of this research is the addition of information to the brand trust and

digital privacy body of knowledge. The information can be used by South African brands to
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understand how data gathering can affect the trust their customers have in them. The
findings can be quantified and used to create a more generalized understanding of the topic.
Which in turn, can be more widely used by brands. Lastly, the information can be used by
South African consumers to learn about other South African consumers’ experiences with

digital privacy.

Ethical Consideration

There are several ethical considerations with research. For this study, the first consideration
is bias in asking and answering questions. The participants will not be pushed to elaborate
on answers to avoid an influence on their responses driven by researcher bias. All
participants must be over 18 and give their full consent. Full transparency between the
researcher and participants should exist. This is ensured by providing all participants with a

consent form that they sign, a copy of which can be seen in Annexure A.

Limitations

The multifaceted nature of privacy makes it difficult to define. Participants might have varying
ideas of privacy.

As a qualitative study, the findings cannot be generalised thus limiting the use of the findings.
A lack of research done on the concept of digital privacy in the South African context makes

literature difficult to find and assess.
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Annexure A: Example of Consent Forms

Participant Consent Form

Explanatory information sheet and consent form for participants

To whom it may concern,

My name is Elke Stegmann and | am a student at The IIE’s ||| - ' @™ currently
conducting research under the supervision of Mr Tiaan Ras about how privacy invasion
driven by digital marketing activities affects consumers, their relationship with, and trust in
brands. | hope that this research will enhance our understanding of digital privacy invasion’s
effect on consumers in the South African context and the importance of brand trust.

| would like to invite you to participate in my study. In order to explain to you what your
participation in my study will involve, | have formulated questions that | will try to fully
answer so that you can make an informed decision about whether or not to participate. If
you have any additional questions that you feel are not addressed or explained in this
information sheet, please do not hesitate to ask me for more information. Once you have
read and understood all the information contained in this sheet and are willing to participate,

please complete and sign the consent form below.

What will | be doing if | participate in your study?

I would like to invite you to participate in this research because you are a suitable candidate
to participate and assist me in answering my research question. If you decide to participate
in this research, | would like to interview you to learn about your experience with digital
privacy invasion and how this subsequently affected your perception of and trust in brands.
The interview will be recorded for analysis purposes.

You can decide whether or not to participate in this research. If you decide to participate,
you can choose to withdraw at any time or to decide not to answer particular interview

questions.

Are there any risks/ or discomforts involved in participating in this study?

Whether or not you decide to participate in this research, there will be no negative impact
on you. There are no direct risks or benefits to you if you participate in this study. You might,
however, indirectly find that it is helpful to talk about your experience with digital privacy
invasion. If you find at any stage that you are not comfortable with the line of questioning,
you may withdraw or refrain from participating.

Do | have to participate in the study?

° Your inclusion in this study is completely voluntary;
. If you do not wish to participate in this study, you have every right not to do so;
. Even if you agree to participate in this study, you may withdraw at any time without

having to provide an explanation for your decision.

Will my identity be protected?
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| promise to protect your identity. | will not use your name in any research summaries to
come out of this research and | will also make sure that any other details are disguised so
that nobody will be able to identify you. | would like to ask your permission to record the
interviews, but only my supervisor, | and possibly a professional transcriber (who will sign a
confidentiality agreement) will have access to these recordings. Nobody else, including
anybody at Vega School, will have access to your interview information. | would like to use
guotes when | discuss the findings of the research, but | will not use any recognisable
information in these quotes that can be linked to you.

What will happen to the information that participants provide?

Once | have finished all interviews, | will write summaries to be included in my research
report, which is a requirement to complete my BCom Honours in Strategic Brand
Management. You may ask me to send you a summary of the research if you are interested
in the final outcome of the study.

What happens if | have more questions about the study?

Please feel free to contact me or my supervisor should you have any questions or concerns
about this research, or if there is anything you need to know before you decide whether or
not to participate.

You should not agree to participate unless you are completely comfortable with the
procedures followed.

My contact details are as follows:
Elke Stegmann

The contact details of my supervisor are as follows:
Mr Tiaan Ras

Participant or respondent consent
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l, , agree to participate in the research

conducted by Elke Stegmann about the effect of privacy invasion driven by digital marketing
activities on consumers, their relationship with, and trust in brands

This research has been explained to me and | understand what participation in this research
will involve. | understand that:

° | agree to be interviewed for this research.

. My confidentiality will be ensured. My name and personal details will be kept
private.

. My participation in this research is voluntary and | have the right to withdraw from

the research at any time. There will be no repercussions should | choose to withdraw
from the research.

° I may choose not to answer any of the questions that are asked during the research
interview.

. | may be quoted directly when the research is published, but my identity will be
protected.

Signature Date

Audio or Video Recording Consent Form

Consent form for participants

l, , agree to allow Elke Stegmann to audio

record my interviews as part of the research about how privacy invasion affects consumers,
their relationship with, and trust in brands.

This research has been explained to me and | understand what participation in this research

will involve. | understand that:

. My confidentiality will be ensured. My name, personal details or any other
identifiable information will be kept confidential;

. The recordings will be stored in a password-protected file on the researcher’s
computer; and

° Only the researcher, the researcher’s supervisor(s) and possibly a transcriber (who
will sign a confidentiality agreement) will have access to these recordings.

Signature Date
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Quantitative Disclaimer

Although this was a qualitative study, a quantative screening questionnaire was sent out
during the sampling process. Making a quantative disclaimer a necessary ethical clearance

requirement.

Privacy In the Digital Age: Understanding the Effects of Privacy Invasion on Brand Trust
Informed Consent

The following survey is being conducted in line with the academic requirements of THE IIE VEGA SCHOOL Online. as
part of the BCom Strategic Brand Management. My name is Elke Stegmann and the aim of my research is to enhance the
understanding of digital privacy invasion’s effect on consumers in the South African context and the importance of brand
trust. Your participation in this survey is voluntary and open to participants who are over the age of 18 years old, living in
Johannesburg or Cape Town, and has been affected in some way by privacy invasion. You may withdraw your participation
at any time and there will be no penalties for withdrawal or non-completion of the survey. The procedure involves
completing an online survey, which will take approximately 10 minutes to complete.

No personal information is required from you for the completion of this survey and all information will be kept anonymous.
The findings of this research will be presented in the final Research Project submission to Vega, however, all collected
data will be stored under a password-protected file on the researcher's computer for a period of five years.

The analysed results of this data will be shared for scholarly purposes only and shared with the academic coordinators of
THE IIE VEGA SCHOOL Online RESE8419/w/p Module. This research has been reviewed and approved by The
Independent Institute Of Education’s ethical procedures regarding research involving human participants and Ethical
Clearance has been granted. Should you have any concerns or questions, please do not hesitate to contact me on

ELECTRONIC CONSENT: Please select your choice below.

Clicking on the "agree" button below indicates that:
e you have read and understood the purpose of this research study
e you voluntarily agree to participate in this research study
e you are over the age of 18 years
If you_do not wish to participate in this research, please decline participation by clicking the "disagree" button.

[] Agree

[] Disagree
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Annexure B: Measurement Instruments

Screening Questionnaire

1.

How old are you?

- 19 or younger

- 20-30

- 31 orolder

Where do you live?

- Johannesburg

- Cape Town

- Other

Are you aware that your personal data is being gathered, analysed, and stored by
various companies and used to personalise marketing messages?
- Yes

- No

. Has a company ever acquired your data without your permission that you know of

or suspect?

- Yes

- No

Has a company ever mishandled your personal data?

For example, sold it to another company without your permission.
- Yes

- No

- Unsure

Do you accept to be potentially contacted for a more in-depth interview about this
topic?

- Yes

- No

Open Ended Interview

1.

What do you consider to be an invasion of digital privacy?
How do you feel when you encounter such actions from digital marketing activities?

In your opinion, do you feel that you have control over your personal information
when engaging with online brands? Please explain how this control, in your opinion,
is or isn’t impacted by brands.

. How do you generally feel about digital marketing activities that require the sharing

of personal data?

Are there any specific activities that you feel comfortable with or uncomfortable
with?

Can you describe any instances where you have felt that your privacy was
compromised by digital marketing activities? What specific activities do you believe
were responsible for this?
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7. How important is trust when it comes to engaging with online brands? Please
explain why you say so.

8. Have you ever had an experience where invasive data gathering negatively
impacted your trust in a brand or organisation?

9. Can you describe this experience and how it affected your relationship with the
brand?

10.How did their actions impact your perception of digital marketing activities in
general?

11.What steps do you believe organisations should take to help minimise privacy
concerns when engaging in digital marketing activities? Are there any specific
practices or guidelines that you think should be followed?

12.How do you think data privacy will change in the future?

13.Do you have any other thoughts on the topic you would like to share?
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Annexure C: Ethical Clearance Letter
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ADVTECH House: Inanda Greens, 54 Wierda Rd West, Wierda Valley 2196

PO. Box 2369, Randburg 2125

28 June 2023
Student name: Elke Stsimann
Student number:
Brand and campus: Vega Online
App! of BCom H in 8 ic Brand Manag Proposal
and Ethics Clearance
Your research proposal and the ethical implicati of your prop
research topic were reviewed by your supervisor and the campus ethics
committee, a sub i of The Independent Institute of Education's

Ethics Committee.

Your research proposal posed no significant ethical concerns and we hereby
provide you with ethics clearance to proceed with your data collection.

There may be some aspects that you still need to address in your proposal.
If this is the case, feedback will be provided to you in writing. You will need
to address these aspects in consultation with your supervisor.

In the event that you decide to change your research topic or methodology
in any way, kindly consult your supervisor to ensure that all ethical
considerations are adhered to and pose no risk to any participant or party
involved. A revised ethics clearance letter will be issued in such instances.

We wish you all the best with your research!

Dr Tish Taylor Dr Tish Taylor
Supervisor Chair of the Campus Ethics Committee

Yours sincerely,

Directors: RJ Douglas (UK), JOR Oesch, MD Aitken, SCO Lurke GROUP
Group Company Secretary: CB Crouse

The Independent Instiute of Education (Pty) Ltd is registered with the Department of Higher Education and Training a3 a private
education institution under the Higher Education Act, 1997 (reg. no. 2007/MEO7/002). Company registration mumber: 1987/004754/07.

© The Independent Institute of Education (Pty) Ltd | ADVTECH Resourcing | ADVTECH LTD

ACvieCH
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Annexure D: Concept Document

Project details

Student Number:
Your Name: Elke Stegmann
|
. ) Date: .
Supervisor: Tish Taylor Version: 6
20/11/2023

Proposed Title

Title

Privacy in the Digital Age: Understanding the effect of privacy invasion on South African consumers’

brand trust.

Research details

Problem
statement

Massive amounts of consumer data are collected, analysed, and stored for
digital marketing purposes (Wang & Baker, 2022), frequently without the
consumer’s full awareness or understanding (Martin & Murphy, 2017). This
has diminished the understanding of and respect for digital privacy and the
violation thereof. Yuvaraj and Indumathi (2018) state that digital marketing
activities are an extension of brand building, which means that any feelings
consumers have towards digital marketing activities, will be transferred to the
brand as well. Additionally, Kelly, Kerr, and Drennan (2017) found that
consumers’ trust in brands has decreased in the digital space due to the
reasons stated above. Kelly et al. (2017) state that consumers have more trust
in technology than they do in the brands communicating with them using this
technology. The problem is that consumers are being affected by unethical

digital marketing activities and that possibly hurts brand trust.

Purpose
statement

The purpose of this study is to understand how consumers are affected by
invasive data gathering techniques — specifically for digital marketing
purposes — and how this has impacted their trust in and relationship with

brands.

Research
question/s

Primary:
6. How does online data gathering, driven by digital marketing activities,
impact on consumer relationships and brand trust?
Secondary:
7. When do consumers perceive data gathering to be an invasion of
digital privacy?
8. How is the success of digital marketing and online brands impacted
by this experience with privacy invasion?
9. How is the control of consumers over their information affected by
digital marketing activities?
10. How does the experience of consumers affect their trust in and
relationships with brands?

Hypotheses
/ Objectives

1. Determine which digital marketing activities affect consumer privacy.
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2. Understand the attitude of consumers towards these digital marketing

activities.

Determine how much control consumers have or had over their data.

4. Determine how organisations can help minimise or solve privacy
concerns.

5. Understand how invasive data gathering affects South African
consumers’ trust in and relationship with brands.

w

Research
rationale

Ashworth and Free (2006) state that digital marketing technology has and
continues to evolve at a rapid pace, and with it, privacy concerns grow.
According to Martin & Murphy (2017), relevant academic materials have not
evolved as rapidly as marketing technology and marketers’ use of consumer
data, limiting the reliable information that is available on the topic. This rapid
development of marketing technology combined with the need for highly
detailed and personal consumer information to be successful has led to unfair
and in some instances even aggressive data-gathering and digital marketing
techniques that result in customer suspicion and frustration (Mandal, 2019).
Additionally, consumers feel ill-equipped to regain or stay in control of their
personal information due to a lack of knowledge regarding the technology and
complex privacy policies (Albulayhi & Khediri, 2022). Wang (2018) found that
consumers’ privacy concerns regarding digital marketing had a predominantly
negative effect on their trust in brands which ultimately had a negative impact
on the consumer-brand relationship. There is a gap in the understanding of
the effects data gathering and loss of ownership over data have on consumers’
trust in and relationships with brands. This study aims to lessen that gap by
shedding light on the technology and practices that are truly invasive, how
consumers are affected by this invasion, and how their trust is consequently
affected.

Literature overview

1. Prvacy. The theory is defined using a multi-definition approach. These include privacy as

Key control, power, trust, obscurity, and contextual integrity.
theories 2. Brand trust. Theorised by breaking a definition of brand trust down into two components, namely,
brand reliability, and brand intention
Seminal Alan Westin (1967), Selinger and Hartzog (2014), Ari Waldman (2015), Richards and Hartzog (2017),
authors/ Carissa Véliz as cited by Wilsdon (2022), Nissenbaum, (2004), Delgado-Ballester, Munuera-Aleman, and
sources Yague-Guillén (2003)
Theme 1 Theme 2 | Theme 3 | Theme 4 Theme 5 Theme 6
Literature ‘c"(’)?]gmer Attitudes Consumer | Effect of | How
review privacy is | of control _privagy organisations
themes affected. consumers | over Invasion can solve
personal privacy
data problems
Ashworth & Free (2006), Albulayhi & Khediri (2022), Wahyuningtas (2017), Martin & Murphy (2017),
Bandara, Femando, & Akter (2020), Pike (2020), Engels (2019), Richard & Hartzog (2017), Turrecha &
Sources Ashley (2021), Wieczorkowski & Polak (2017).

Journals of law, market research, marketing management, consumer studies, business ethics, interactive
mobile technologies, marketing science, and applied knowledge management.
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Key
concepts

Personal data/information, data governance and data protection, privacy

violation, marketing technology

Provisional Research Approach

Paradigm

Paradigm Epistemology Ontology Axiology
Interpretivism Interpretivism Interpretivism Interpretivism

Approach/
design

This was a qualitative study. Qualitative research typically relies on words and data based on meaning rather
than numerical and statistical data (Maree, 2019). This study purely focused on words and meaning derived
from data which is why | have chosen a qualitative approach. An inductive line of reasoning is used with a
cross-sectional time dimension. This was an exploratory study. When a research topic focuses on an
unexplored or new area, it is an exploratory study (Swedberg, 2020). Understanding the effects of privacy
invasion on brand trust remains an under-researched topic.

Provisional Research Plan

Target population: Consumers who have been affected by invasive digital marketing practices in some way.

Population Accessible population: South African consumers living in Johannesburg or Cape Town between the ages of 30-
50 who have been affected by invasive digital marketing activities in some way.
Purposive and snowball sampling will be used for this study. According to Maree (2019), purposive is used
Sampling when there is a specific purpose behind the sampling method. In this case, there is the specific purpose of
sampling individuals who have already been affected by invasive data gathering
Semi-structured interviews. Semi-structured interviews are used when the researcher has already created a
Data line of inquiry (Maree, 2019). The interview consists of some open-ended questions which leave room for
collection some expansion from participants (Maree, 2019). This will be an appropriate method for this study because it
method(s) will give me a clear insight into the experience of each individual respondent, it will not be closed off answers
with no room for individuality.
Data Narrative analysis. According to Maree (2019), this analysis method extracts meaning from narratives which
analysis are created during data collection. | will extract meaning from the narratives and stories told by the
method(s) participants of my semi-structured interviews.

Ethical considerations and limitations

Ethics

Ethical considerations for this study are vast. It is an ethically sensitive topic and
bias is involved in answering the questions. Because of this, no questions will be
asked in a manner that could sway participants’ way of answering them. Consent
with full knowledge of all factors involved in this research project and how the data
will be used is required before any participant can partake. Participants will be made
aware of their full right to withdraw from the study at any given time. They are also
in their right and will be made aware of it, that they do not have to answer certain
questions, or they can answer them as detailed or undetailed as they like. The
interviewer will under no circumstances request them to elaborate if they stated they
would prefer not to. Participants are allowed to bring forward any concerns at any
given point and they will be dealt with by the researcher in an appropriate manner.

Limitations

A lack of research done on the concept of digital privacy in the South African context. There is also less
research that specifically relates to digital marketing’s effect on digital privacy than there is on just digital
privacy. This makes gathering literature difficult.

54




Annexure E: Research Questions
Primary:
1. How does online data gathering, driven by digital marketing activities, impact on
consumer relationships and brand trust?
Secondary:
2. When do consumers perceive data gathering to be an invasion of digital privacy?
3. How is the success of digital marketing and online brands impacted by this
experience with privacy invasion?
4. How is the control of consumers over their information affected by digital marketing
activities?
5. How does the experience of consumers affect their trust in and relationships with
brands?
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